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Lawyers Professional Liability

Risk Management Alerts

Schemes against lawyers to defraud funds held in attorney client trust 
accounts continue. Solo practitioners as well as attorneys at large national 
firms have fallen victim to such schemes. The typical scenario is outlined.

Situational Overview
An attorney is approached via email to 
assist with a collection matter for a 
new client. The attorney is asked to 
respond to a personal email account 
as the client is having computer 
network “problems”. The client and 
their customer appear to be legitimate 
entities by an internet search. Later, 
the client tells the attorney that he has 
been able to work out an agreement 
with his customer on the amount 
owed and that the customer will send 
a certified check to the attorney for 
placement in the attorney’s trust 
account. The attorney receives a 
certified check via Fed Ex. The 
attorney deposits the check in his 
trust account. The client then requests 
that the funds be released by wire to 
another customer of the client’s in 
another country. The bank where the 
trust account resides will say the 
funds are available even though the 
check has not cleared yet as it is a 
certified check.

The attorney does as instructed. The 
bank where the trust account is open 
then informs the attorney that the 
check is fraudulent. By this time the 
funds have already been released by 
wire and the attorney is unable to pull 
the wire transfer back.

What to look for
Please be wary if you are approached 
by anyone via email asking you to 
negotiate any check through your 
trust account. At the very least you 
need to understand the risks 
associated with certified checks – 
even in real estate transactions. 
Though funds may be available to you 
once you deposit a certified check 
that does not mean the check has 
cleared or is valid.

Best practice: How to protect 
yourself and your firm
When transferring money that was 
deposited to your trust account via 
any form of check, it is best practice 
not to transfer these funds until your 
bank confirms the funds from the 
check have been deposited into your 
account. Additionally, you should keep 

records of all communication 
regarding availability of funds for each 
transaction. When short turnaround is 
required, encourage the use of 
deposit wire transfers. Any additional 
cost and effort is a good investment in 
the prevention of fraudulent scams.

http://www.chicagotribune.com/
news/local/chi-jobless-scams-02-
sep02,0,5648898.story

http://www.bankrate.com/finance/
savings/you-can-t-always-trust-
certifiedchecks.aspx
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Please share this email with anyone 
who you think could be at risk. If you 
would like any other attorney or staff 
member of you firm to receive future 
Alerts, please email me their email 
addresses.

For more information, please contact:
Elizabeth Whitney, JD
Loss Prevention Consultant
Swiss Re Corporate Solutions
222 West Adams, Suite 2300
Chicago 60606, USA
Direct: 312 821 4136 Fax: 312 821 4099
E-mail: elizabeth_whitney@swissre.com

We’d like to hear from you
If you would like to get more details regarding any of the above topics, join 
the mailing list, access any of our risk management resources, or tell us your 
suggestions, please contact our broker or Swiss Re Corporate Solutions’ LPL 
Risk Manager at: corporate_solutions@swissre.com

http://www.twitter.com/swissre_cs

